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Abstract

The integration of artificial intelligence (AI) into educational sys-
tems has the potential to revolutionize teaching and learning pro-
cesses, offering personalized experiences, adaptive assessments,
and administrative efficiency. However, ensuring trust in Al-based
education is essential for its successful implementation. This re-
search paper explores the importance of Al in education and iden-
tifies challenges to trustworthiness based on the Assessment List
for Trustworthy Artificial Intelligence (ALTAI). Drawing on this
analysis, the paper proposes strategies for promoting trust in Al-
driven education. By addressing these challenges and implementing
the proposed strategies, educational institutions can build an en-
vironment of trust, transparency, and accountability in Al-driven
education.
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1 Introduction

Artificial intelligence (AI) has emerged as a powerful tool in edu-
cation, offering innovative solutions to enhance the teaching and
learning processes. From personalized learning experiences to ad-
ministrative efficiency, Al technologies have the power to reshape
the educational landscape. However, their successful integration
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in education requires building trust among stakeholders, includ-
ing teachers, students, parents, and policymakers. Trust is vital
to ensure the ethical and effective implementation of Al-driven
educational initiatives, mitigating concerns related to bias, privacy,
and transparency.

The ethical use of Al in education presents various risks and
challenges, emphasizing the need for clear guidelines to ensure
trustworthiness. Many studies propose different ethical theories,
each offering specific guidance for Al development and use [1],[2].
A review and analysis of the current state of trustworthy AI [3] pro-
vides an overview of the properties of trustworthy Al along with
the related principles and standards. While various studies propose
different guidelines for trustworthy Al, the European Union’s As-
sessment List for Trustworthy Artificial Intelligence (ALTAI) tool,
developed by the High-Level Expert Group on Artificial Intelligence
(AI-HLEG), stands out for its ability to help organizations in evaluat-
ing the trustworthiness of their Al systems [4]. This paper explores
the significance of Al in education while identifying challenges
related to trustworthiness using the ALTAI framework.

The paper is organized as follows. Section 2 explores the signifi-
cance of Al in education, emphasizing its potential to revolutionize
teaching and learning methods, enhance personalized learning
experiences and enable data-driven decision-making. Section 3
explores the challenges of ensuring trustworthiness in Al-driven
education, drawing upon the Assessment List for Trustworthy Arti-
ficial Intelligence (ALTALI). This section addresses concerns related
to bias, privacy, transparency, and ethical considerations, underscor-
ing the importance of mitigating these challenges to foster trust-
worthiness among stakeholders. Section 4 proposes a roadmap
comprising strategies for ensuring trust in Al-driven education.
By addressing these challenges and implementing the proposed
strategies, educational institutions can provide an environment of
trust, transparency, and accountability in Al-driven educational
ecosystems, facilitating the ethical and effective integration of Al
technologies in education.
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Table 1: Challenges in the ALTAI Framework for Trustworthy Al in Education

Aspect

Challenges in education

Technical robustness and safety

Privacy and Data governance

Diversity and Fairness

Mitigating risks of Al system malfunction or error leading to harm to students or educators
Securing educational systems against cyber threats and preventing unauthorized access.
Ensuring accuracy and reliability in Al driven decision-making

Protecting the privacy of student data used by Al systems

Implementing robust anonymization techniques safeguards student privacy rights.

Ensuring equitable access to Al technologies across different socio-economic backgrounds.
Risks of language bias in Al-driven content or assessments.

Support for students with diverse learning abilities and disabilities.

Al models work as ‘black boxes’, indicating that their mechanisms are not understandable by

Overemphasizing easily measurable skills while ignoring critical aspects such as creativity.

Significant energy consumption and environmental impact of Al systems in education.

Transparency

humans.

Lack of transparency in group formation.
Sustainability
Accountability

stakeholders.

The complexity of Al systems complicates defining clear lines of accountability among

Implementing effective auditing and oversight mechanisms faces obstacles.

Human agency& oversight

Maintaining human autonomy in AI education.

Risk of reducing student autonomy and agency in the learning process.

2 SIGNIFICANCE OF TRUSTWORTHINESS IN
Al FOR EDUCATION

Al can address various challenges in education and unlock new
opportunities for improving learning outcomes. However, the ex-
tensive adoption of Al in educational settings necessitates a critical
consideration of its trustworthiness. Trustworthy Al in education
not only ensures ethical and responsible deployment but also builds
an environment useful for effective learning and development.

The applications of Al in education can be categorized into four
use cases [5]. Firstly, Al acts as an instructor, sharing knowledge
and skills with learners. Also, it supports students by providing
personalized learning experiences tailored to individual needs. By
analyzing large data sets, Al identifies learning patterns and of-
fers adaptive strategies, resulting in targeted interventions and
resources that enhance academic performance and overall learning
outcomes [6].

Al also empowers teachers by increasing their capabilities and
efficiency. Al-driven tools facilitate automated grading and content
creation, enabling educators to allocate more time to personalized
instruction [7]. Moreover, Al-based analytics offer valuable in-
sights into student progress and engagement, supporting educators
and tailoring their teaching strategies accordingly [8]. Lastly, Al
contributes to systemic improvements in education by enabling
diagnostic assessments, predictive analytics, and system-wide plan-
ning initiatives. Through diagnostic assessments, teachers can gain
deeper insights into students’ strengths, and weaknesses, facilitat-
ing targeted interventions and personalized learning experiences
[9]. Moreover, predictive analytics further enhance educational ef-
ficacy by identifying at-risk students and recommending measures
to improve retention and academic success rates [10].

Despite the potential benefits of Al in education, there are signif-
icant challenges related to trustworthiness that must be addressed.

Privacy and
Data

$

L

Trustworthy
Al

Figure 1: Requirements for a trustworthy Al system

In the following section, we will discuss these challenges based on
the ALTAI framework.

3 CHALLENGES in Implementing Trustworthy
Al in Education

The increasing use of Al technologies in education results in con-
cerns regarding their ethical use, accountability, and transparency.
To effectively manage these concerns, it is crucial to adopt a compre-
hensive framework that addresses the various dimensions of trust-
worthy AL The ALTAI framework provides a structured methodol-
ogy, comprising seven essential aspects [4]. Figure 1 presents the
key requirements for a Trustworthy Al system.
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Table 1 provides an overview of the challenges associated with
each aspect of the ALTAI framework for trustworthy Al in educa-
tion. The remaining of this section outlines these challenges and
aligns them with the ALTAI framework for trustworthiness, based
on European guidelines.

3.1 Privacy and Data Governance

One of the primary concerns surrounding Al in education is the
privacy and security of student data. The increasing utilization of
Al in educational settings raises critical concerns regarding data
protection and privacy rights. While privacy and data protection
have long been recognized as fundamental rights in EU law, the
arrival of Al in education has heightened these concerns due to the
extensive amount of data required for its functioning.

During both the training and operational phases, Al in educa-
tion applications rely heavily on student data, including academic
performance, and personal characteristics. This data is utilized to
personalize learning pathways, assess student abilities, and provide
tailored educational tools. However, the collection and analysis of
such comprehensive student data carry significant privacy implica-
tions and ethical considerations [11].

A key challenge lies in ensuring compliance with privacy regula-
tions, such as the General Data Protection Regulation (GDPR) in the
European Union. These regulations require strict guidelines for col-
lecting, storing, and utilizing student data, including data obtained
through Al systems. Compliance with these regulations requires
educational institutions to establish robust data management prac-
tices, including obtaining informed consent from students or their
parents regarding data collection and usage.

Another crucial aspect in safeguarding student privacy rights
within Al-driven educational systems is the anonymization of data.
Anonymization involves the process of removing personally iden-
tifiable information from datasets, thereby minimizing the risk
of individuals being identified or their privacy compromised. By
anonymizing data, educational institutions can protect the privacy
of students while still leveraging valuable insights for improving
learning experiences and educational outcomes. However, it is
essential to recognize that anonymization is not foolproof, and
re-identification risks may still exist [12]. Therefore, alongside
anonymization, continuous monitoring and evaluation of data pri-
vacy measures are essential to mitigate potential privacy risks
effectively.

3.2 Technical robustness and safety

Ensuring the safety and robustness of Al systems in educational
settings is essential to prevent potential harm to students and edu-
cators. While Al holds tremendous promise for enhancing learning
experiences, overlooking the technical infrastructure and robust-
ness of these systems can lead to various types of harm.

The integration of Al systems in educational environments in-
troduces vulnerabilities that can be exploited by cyber threats and
attacks. Al algorithms rely on vast amounts of data, making them
susceptible to data breaches if not adequately protected. Addition-
ally, adversarial attacks can manipulate Al models by injecting
malicious data or exploiting vulnerabilities in the algorithms them-
selves [4]. These attacks can result in compromised student data,
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inaccurate learning outcomes, or even the manipulation of educa-
tional content. Furthermore, the increasing sophistication of Al
technologies poses challenges in detecting and mitigating emerg-
ing cyber threats, highlighting the need for robust cybersecurity
measures in educational institutions.

Securing educational systems against cyber threats and pre-
venting unauthorized access presents significant challenges for
educational institutions. Educational institutions frequently meet
limitations in resources, making it challenging to implement com-
prehensive cybersecurity measures. Addressing these challenges
requires a multi-layered approach that encompasses risk assess-
ment, access controls, encryption, user training, and collaboration
with cybersecurity experts to safeguard educational systems against
cyber threats and unauthorized access.

Technical robustness also encompasses the system’s ability to
make accurate judgments [13]. Inaccurate decisions, predictions, or
recommendations by Al systems can have negative consequences
in education, such as providing incorrect content recommenda-
tions, evaluating students or teachers erroneously, or delivering
inaccurate feedback. For example, early warning systems that ana-
lyze student profiles to identify those at risk of dropping out, face
the risk of making inaccurate predictions if their effectiveness in
identifying the correct students is too restricted [14].

3.3 Diversity and fairness

One significant challenge faced by Al in recommending educational
materials lies in the potential for reinforcing existing biases in
education. For example, if an Al agent recommends materials only
in English without translations, non-native English speakers are
disadvantaged, limiting their access to education. This reinforces
existing disparities and excludes diverse perspectives, reducing
the effectiveness of education initiatives. Therefore, it’s crucial to
address these biases to ensure fair access to educational resources
for all students, regardless of language or cultural background.

Disparities in access to Al technologies and educational resources
often correlated with socioeconomic status can widen existing in-
equalities in education. For instance, a study shed light on this
issue by revealing that students from low-income backgrounds
meet considerable difficulties in accessing both the internet and
supplementary learning materials outside of school compared to
their wealthier peers [15]. This discrepancy underscores the impact
of socioeconomic factors on educational access, with students from
poor backgrounds facing challenges in accessing the essential tools
and resources necessary. Such findings highlight the urgent need
for targeted interventions and equitable distribution of resources
to address these systemic inequalities and ensure that all students,
regardless of socioeconomic background, have equal opportunities
to pursue and succeed in education.

Another significant challenge in education is the utilization of
advanced textbooks or resources without sufficient support for stu-
dents with diverse learning abilities. For instance, recommending
complex textbooks or resources without adequate explanations can
exclude students who require additional assistance. This lack of
support maintains educational inequalities and diminishes accessi-
bility for students with varying learning needs. Thus, addressing
this challenge is crucial to promote equity in education by ensuring
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that all students receive the necessary support to succeed regardless
of their learning abilities.

Students with disabilities face various challenges that limit their
access in STEM education [16]. These obstacles include the absence
of mentors within their specific disability spectrum, inaccessible
laboratory facilities, and the prevalence of negative attitudes from
instructors and peers. All these constraints create formidable bar-
riers for students with disabilities, limiting their access to STEM
education. Thus, Al learning companion systems that recommend
educational resources without considering the diverse needs of stu-
dents with disabilities may reinforce biases against students with
disabilities.

3.4 Transparency

While the integration of Al tools into education has led to no-
table advancements in learning and teaching methodologies [17],
obstacles remain concerning the transparency of data usage. Trans-
parency is required in how data is utilized within Al systems in
education, as highlighted by Larsson & Heintz (2020) [18]. Cope &
Kalantzis (2019) [19] emphasize the importance of transparency for
educators and students, as data visualization provides insights into
learner behavior and facilitates additional support from educators.

The idea of explainability in Al and data is crucial for promoting
transparency within educational systems. It involves clarifying the
operations of Al systems and the reasoning behind their decisions,
ensuring stakeholders can comprehend and trust the outcomes [20].
However, some Al models work as ‘black boxes’, indicating that
their internal workings are not readily understandable by humans.
This lack of transparency can erode trust in the Al tools, as educators
and students may be hesitant to rely on recommendations without
understanding how they were generated.

One of the uses of Al in education is to provide intelligent support
for collaborative learning [21]. For example, adaptive group forma-
tion takes advantage of Al techniques to tailor groupings according
to individual students’ characteristics [22]. However, the lack of
transparency in group formation algorithms poses a significant
challenge, casting doubt on the fairness and effectiveness of these
groupings. As Al algorithms increasingly shape student groups
based on criteria like academic performance, the absence of trans-
parency raises concerns about potential biases. Thus, addressing
transparency issues in group formation algorithms is paramount
to ensuring fairness in Al-driven learning environments.

3.5 Sustainability

The integration of Artificial Intelligence systems in education brings
significant challenges regarding sustainability. Rather than adapt-
ing to meet the diverse needs of learners, Al systems often shape
the educational environments [23]. Al systems primarily rely on
quantifiable data such as students’ grades and progress reports to
fuel their algorithms. In addition, the use of standardized metrics
and assessments simplifies data analysis for Al systems, potentially
leading educational institutions to prioritize standardized testing to
optimize Al effectiveness. Consequently, there is a risk of overem-
phasizing easily measurable skills while ignoring critical aspects
such as teamwork, communication, and creativity, which are vital
for students’ future success [24].
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Moreover, the environmental sustainability of Al systems in
education poses significant challenges. Many Al applications in
educational settings require extensive processing and storage of
data, resulting in significant energy consumption and environmen-
tal impact [25]. The energy-intensive nature of Al systems not
only undermines their long-term sustainability but also contributes
to environmental pollution. Addressing these challenges necessi-
tates proactive measures to minimize the environmental footprint
of Al systems in education, aligning with broader efforts toward
environmental sustainability.

3.6 Accountability

Accountability is a foundational principle in ensuring the responsi-
ble deployment and use of Al systems in education. It demands that
individuals take responsibility for the outcomes and consequences
of Al systems. However, achieving accountability in educational
Al presents several challenges. The complexity of Al systems in
education presents challenges in clearly assigning responsibility
[26]. To be accountable, developers and operators of Al systems
should be capable of providing justification regarding the system’s
behavior and the resulting outcomes [27].

A fundamental aspect facilitating accountability is the auditabil-
ity of Al in education systems. Auditability refers to the capability
of assessing and evaluating the design process, algorithms, and
data of a system, not only by internal auditors but also by external
parties [8]. Implementing effective auditing and oversight mecha-
nisms for Al systems in education presents challenges. Ensuring
that Al in education systems is auditable requires technical exper-
tise, resources, and cooperation from all stakeholders. Moreover,
independent oversight of the auditing process may face obstacles.

3.7 Human Agency and oversight

Al in education presents significant challenges related to human
agency. While Al agents aim to provide valuable support and
recommendations to individuals, they also introduce external in-
fluences that can impact learners’ cognitive biases and emotions,
potentially undermining intrinsic motivation [28]. The design and
operation of Al in education must navigate the delicate balance
between assistance and autonomy. Challenges arise in ensuring
that Al systems avoid disseminating misleading information, re-
spect users’ autonomy in cultivating independent thoughts, and
safeguard against negative effects on users’ emotions and social
well-being. Therefore, careful attention must be paid to the ethical
and pedagogical implications of Al integration in education to miti-
gate these potential risks and maintain the integrity of the learning
experience.

Moreover, intelligent tutoring systems (ITS) leverage experts’
knowledge to provide personalized learning experiences for stu-
dents, mapping out learning materials and activities based on in-
dividual needs and misconceptions [29]. However, as Al systems
increasingly make automated decisions, there is a risk of decreasing
student autonomy and agency in the learning process. In addition,
Al algorithms in education heavily rely on vast amounts of data to
make predictions regarding student performance and to identify stu-
dents at risk of discontinuing their educational journey. However,
there is a risk of these predictions being inaccurate, necessitating
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Figure 2: Roadmap for trustworthy Al in education.

human intervention to validate and make final decisions. Therefore,
it becomes essential to maintain human oversight in Al implemen-
tation in education to prevent unexpected consequences [30]. The
integration of human-in-the-loop Al applications is important in
the development of trustworthy educational Al tools [31].

4 Strategies for Ensuring Trust in AI-Driven
Education

4.1 RoadMap

There are many approaches to ensure the trustworthiness of Al sys-
tems. One of them is the AI Risk Management Framework (AI RMF
1.0) proposed by the National Institute of Standards and Technology
(NIST) [32], which promotes the responsible design, development,
deployment, and use of Al systems over time. Another approach
is CapAl [33], a procedure for conducting the assessment of Al
systems in line with the EU Artificial Intelligence Act. However,
trustworthy Al in education demands a roadmap that addresses the
core aspects of creating a reliable and ethical environment for its
implementation. This section proposes strategies to establish trust
in Al-driven education.

To establish a roadmap for trustworthy Al in education, several
measures must be enacted across various dimensions. Figure 2
presents the key steps in building trustworthy Al in education.

4.2 Consideration & Requirements

First, the actor initiating an Al intervention in her or his educational
institution, so-called AI champion, needs to identify key consid-
erations & requirements for trustworthy & human acceptable Al
over its whole lifecycle. Questions to be addressed include: “do
stakeholders understand the AI?”, “do stakeholders accept the AI?”,
“what are the applicable legal regimes for an educational pilot” and
“how do stakeholders prefer to get support from/partner with the
AI?”. The champion will work with the pilot stakeholders in the
first instance to identify what they perceive to be their main chal-
lenges and provide guidance to respond to those challenges on an
ongoing basis to identify the main stakeholders for trustworthy
AT and their potentially conflicting requirements and expectations.
The analysis will be used to identify priorities for the initiative and
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an assessment of the implications for the acceptance of trustworthy
Al by different stakeholders, leading to a checklist for individual
stakeholders for what to consider when engaging with trustworthy
Al Further, the Al champion will look outward to engage with
potential stakeholders not directly involved in the project, such as
student parents, but who could be affected by the Al to assess their
perceptions its trustworthiness before and after the experience of
the project and the guidance generated as part of it. Engagement
will be via a combination of techniques, such as anonymous survey,
focus group discussion, co-design and ethnographic study. These
considerations should then be synthesized into Al trustworthiness
requirements targeted at data scientists and technology developers.

Requirements may be categorized under the four main AI appli-
cation types in education: student supporting, student teaching,
teacher supporting, and system supporting [34]. Requirements
should be split in functional and non-functional ones. In turn,
functional ones may focus on the modes and means of interacting
with Al, e.g., through a conversational, graphical or voice-enabled
interface, the specific support expected by Al as well as ways of
triggering interaction with Al For example, a user may require that
“It would be beneficial in providing real-world examples to certain
applications and terms described in the textbook”. Finally, require-
ments should cover the types of educational content the AI should
utilize as well as its specific academic goals, e.g., theorem proving.
Of equal importance is the elicitation of non-functional require-
ments, such as system responsiveness, interactivity, confidentiality,
emotional connection, to name a few.

4.3 Risk Analysis

Prior to engaging with Al interventions in an educational envi-
ronment, stakeholders can benefit from a risk assessment of the
envisaged Al system in its socio-technical context. If possible, indi-
cators to the risk model may be constructed and drive inference of
risks to e.g., fairness, accuracy, transparency, privacy, etc. These
may then be used as decision factors elicited by consultation and
engagement with key stakeholder groups.

Our analysis in Section 3 revealed that trustworthy Al is educa-
tion comprises many dimensions, such as validity and reliable, fair
and unbiased, etc. Any breach of Al trustworthiness can lead to
consequences, however, not all the above dimensions of trustwor-
thiness are equally important across the various applications and
pilots. Therefore, without contextual knowledge, and awareness of
risks within the identified contexts, risk management is difficult to
perform. In the context of these activities, the intended purpose,
potentially beneficial uses, context specific regulations and policies,
and prospective settings in which the Al system will be deployed
need to be understood and documented. The AI champion should
also make sure that practices for supporting regular engagement
with relevant educational actors and for integrating feedback about
positive, negative, and unanticipated impacts.

4.4 Implementation

The development of Al-driven educational technologies demands a
deep understanding of both technical and ethical considerations.
Improving data preprocessing techniques is critical for enhancing
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the quality and reliability of Al training data. Research and im-
plementation of algorithms that prioritize fairness for all students
and mitigate biases against specific types or groups of students
are essential steps towards building more trustworthy Al educa-
tional systems. Also, innovations in methods for enhancing inter-
pretability and transparency of Al models are crucial for ensuring
accountability and fostering user trust. Furthermore, laying the
foundations for safe use of Al in the classroom requires a holistic
approach that integrates technical expertise with ethical principles.
Principles of robustness, fairness, and explainability must be em-
bedded into the AI development processes. By providing training
and education on ethical Al use, educators and students will explore
the ethical complexities of Al Establishing protocols for addressing
security vulnerabilities and minimizing risks associated with AI
implementation is crucial for ensuring the safety and integrity of
Al

4.5 Validation & Feedback Loop

Lastly, conducting assessments on the influence of Al and collecting
feedback from stakeholders are essential for ensuring the efficacy
and integrity of Al implementations in education. Evaluating the
impact of Al on educational outcomes, student performance, and
teacher effectiveness is crucial for guiding future investments and
policy decisions. Additionally, collecting feedback from stakehold-
ers to assess the usability and effectiveness of Al applications is
essential for identifying areas for improvement and refinement.
Stakeholder feedback provides valuable insights into user experi-
ences, concerns, and suggestions for improvement. By establishing
feedback mechanisms, developers and policymakers can iteratively
refine Al systems based on real-world usage and stakeholder input,
enhancing their usability, effectiveness, and acceptance.

A well-constructed and validated instrument to measure the im-
pact of Al in higher education is reported in [35]. The instrument
utilizes methods such as Exploratory Factor Analysis and enables
rigorous assessment of the influence of Al on students’ learning ex-
periences and academic performance, while curriculum developers
can evaluate and improve existing Al-related curricula based on
the instrument’s feedback. Overall, instrument like this serve as
a valuable tool for enhancing Al integration in higher education,
optimizing its benefits for learners and ensuring the responsible
and effective integration of Al technologies to enhance teaching
and learning experiences.

5 Conclusions

In conclusion, the integration of Al into educational systems has
the potential to improve teaching and learning experiences. Firstly,
the paper has described the benefits of Al in education, from per-
sonalized learning pathways to efficient administrative processes.
By employing the ALTAI framework, the paper has highlighted
key challenges to trustworthiness in Al-driven education. These
challenges include concerns regarding data privacy, algorithmic
bias, and transparency. Recognizing these obstacles is the first
step towards overcoming them. In response to these challenges,
the paper has proposed a roadmap for ensuring trust in Al-driven
education. By following the proposed roadmap and addressing
the identified challenges, educational institutions can promote an
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environment of trust, transparency, and accountability in Al-driven
education.
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